CTOMATUKA

KNWHMEA OOKTOPA MOPKYEBA

NOJTIUTUKA no paboTe c nepcoHaNbHbIMU AaHHbIMU
Ceepa pacnpocmpaHeHUs HACMOAW,€20 NO0OHEHUSA:

B OTHOLLEHWM NepcoHanbHbIX AaHHbIX, 06pabaTbiBaembix OO0 «CTomaTuKa» (aanee — O6WLeCTBO)

MonuTtuKa B OTHOWEHUN 06PabOTKMN NepCOHANbHbBIX A4aHHbIX
Lenb 06pabomku nepcoHanbHbIX OAHHbIX:

1. Mep,mxo—npod)mnaKquecxme uenn, ycraHossieHne meanumHCKOro aAnarH03a, okasaHme meanumHCKnX
yenyr;

2. Peanusaumu rpaxgaHamm PO 3akpenneHHbix 3a HUMK KoHcTuTyumen PO npae Ha obpalieHre B
MeAMLMHCKME OpraHn3aumm B yCTaHOBIEHHOM NOPAOKE;

3. ObecneyeHne 3aKOHOB U UHbIX GOPM HOPMATUBHO-MPABOBbIX aKTOB B OTHOLIEHUWN PabOTHUKOB
KAMHWKKM, coaelicTBmA paboTHMKam B 0byuyeHUn 1 NpoaBUXKEHMM No paboTe, obecneyeHnn MYHOM
6e30nacHOCTM pPaboTHWMKOB, COBNOAEHNE OCHOBHbIX FOCYAaPCTBEHHbIX rapaHTUii No onaaTte Tpyaa
PaboOTHMKOB KOHTPO/IA KOIMYECTBA M KayecTBa BbINOJHAEMOMN paboTbl.

Kamezaopuu cyb6bekmos, nepcoHanbHble OaHHbIe KOMOopbix 06pabamebiearomcs 8 yupexdeHuu:
1. lvua, obpaTtnsumneca B O6LLECTBO 414 OKAa3aHUA MeANUMHCKUX YCAYT.

Kateropuu obpabatbiBaeMbix NePCOHabHbIX AaHHbIX 3TON KaTeropmum cybbeKToB:

® dpamunua, ma, 0TYECTBO,

® flaTa poXKAaeHuA,

® o/,

® agpec,

® TenedoH,

® a/1pec 3/IeKTPOHHOM NOYTbI,

® mecTo paboTbl,

® MaCnopTHble AaHHble,



e /IHH,

® PEeHTreHOBCKME CHUMKM,

e poTorpaduu,

® Heob6XoaAMMbI A/1A NaHUPOBAHUA N OCYLLLECTB/IEHUA iedyeHus (NpoTe3npoBaHus).
2. PaboTHMKM ObLecTBa (B paMKax TPy4OBbIX OTHOLIEHWN)

Kateropuu obpabatbiBaemMblix NEPCOHANbHbIX AaHHbIX 3TOM KaTeropum cyobeKkTos:
® 1AeHTMOUKAUMOHHBINM HoOMep Hanoronnatenslumka (MHH);

® HOMep CTPaxoBOro CBUAETENbCTBA rOCYAAPCTBEHHOIO NEHCMOHHOIO CTPaXxoBaHWs;
® MHOCTPaHHbIE A3bIKYK;

® CTaXK paboThbl;

® COCTaB CEMbMY;

® MacrnopTHble AaHHbIE;

® ajpec;

® nHpopmMaLma MO BOUHCKOMY YUETY;

® TpyA0BOI AOrOBOP;

® HasHayeHus;

® npodeccrnoHanbHan aTTecTaums;

® nosbllleHne KBaauduKaLmuu;

® npodeccrmoHanbHan NepenoaroToBKa;

® roCy4apCTBEHHbIE U BEAOMCTBEHHbIE Harpaapl, MOYeTHble 3BaHUS;

e nHpopmauma o6 oTnyckax;

® KOMaHANPOBKY;

® 60/IbHUYHbIE TUCTI;

® TpyAo0BasA AeATeIbHOCTb 40 Npuema Ha paboTy B KINHUKY;

® /laTa U OCHOBAHMeE BbIXOAa Ha NEHCUIO;

® ymetowmeca cepTuduKaThbl;

® Ha/nuyme cygmmocTels;

® Ha/in4yume 3arpaHNacnopTa;

® Bble3bl 3a rpaHuLy;



® 3apaboTHan nnata;
® HOMep pacyeTHOro cyeTa B HaHKe;

e doTorpadumn.

3. KoHTpareHTbl O6LecTBa (B paMKax 3aK/1H0YEHHbIX 4OTOBOPOB).

Kateropuu obpabaTtbiBaembix NepCoHabHbIX AaHHbIX 3TO KaTeropum cybbeKkToB:
® 1AeHTMOUKAUMOHHBIN HOMep Hanoronnatenslumka (MHH);

® bamunnns, UMa, OTYECTBO;

® apec MecTa *KUTeNbCTBa;

® 3/IeKTPOHHbIN agpec;

® KOHTAKTHbIN TenedoH;

® HaHKOBCKME PEKBU3UTHI.

MpaBoBoe ocHOBaHUe AnA 06paboTKU NepcoHaibHbIX AaHHbIX: PeaepasibHbll 3aKoH oT 27 utona 2006 r.
Ne 152-®3 «O nepcoHanbHbIX gaHHbIX»; PeagepanbHblii 3akoH oT 24 utona 1998 r. Ne 125-93 «06
0653aTeNIbHOM COLMANbHOM CTPAXOBAHUM OT HECUYACTHbIX Cly4aeB Ha NPOM3BOACTBE U
npodeccnoHanbHbix 3abonesaHniny; PegepanbHblii 3aKoH oT 21 HoA6pA 2011 r. N 323-d3 «O6 ocHoBax
OXpaHbl 340Pp0BbSA rpaxaaH B Poccuiickon deagepaunn»; cornacne paboTHMKOB Ha 06paboTKy
NepCcoHanbHbIX AAHHbIX; 3aK/OYEHHbIE AOFOBOPbI C KOHTPareHTaMm.

MepeyeHs delicmauli ¢ NnepcoHanbHbIMU OAHHbIMU

C6op, 3anu1cb, cucTemaTm3auma, HakonaeHue, xpaHeHne, yTouHeHne (0bHOBAEHNE, U3MEHeHMKe),
n3BaeYeHue, UCNoNb30BaHKe, Nepeaaya (npeaocTasieHne, 4OCTYN) B paMKax TPEXCTOPOHHEro
[0roeopa, No 3anpocy cyaa, Ha OCHOBaHUM HOPMaTUBHO-MPaBOBbIX AOKYMEHTOB, 06e3nnumMsaHme,
6/10KMpOBaHUe, yaaneHne, yHUUTOKEHME.

06paboTKa BblLEyKa3aHHbIX NePCOHasbHbIX AaHHbIX OCYLLECTBAAETCA C UCNOb30BaHNEM U Be3
MCMNO/Ib30BaHWA CPEeACTB aBTOMaTM3aL MK,

CeepeHua 06 obecneyeHnn 6e3onacHoOCTU NepPCOHa/IbHbIX AaHHbLIX B COOTBETCTBUN C Tp86OBaHMﬂMM K
3alLnTe NepCoHabHbIX AAHHbIX, YCTAHOBAEHHbIMMU [paBUTeNbCTBOM P®:

1. npaBOBble N OpraHn3aunoOHHbIE MeEPbI 6esonacHocTH NnepCoHa/ibHbIX OAaHHbIX:

B ObwecTBe pa3paboTaHbl OPraHN3aLMOHHO-PACNOPAANTE/NbHBbIE LOKYMEHTbI, PErNameHTupyowmne
npouecc nonyyeHuns, 06paboTKM, XpaHeHUA, Nepeaadn 1 3alWmTbl NEPCOHA/NbHbIX AAHHbIX.

2. TexHn4eckume mepbl No obecneveHunto 6esonacHOCTH NepCoHa/IbHbIX AaHHbIX NPU o6pa60T|<e,
OCYLLI,ECTBHFIGMOVI C UCNO/1b30BaHNEM CpeacTs aBTOMaTU3aUNK:

® 6/10KMPOBAHME HECAHKLIMOHMPOBAHHOIO AOCTYNa K NepCOoHaNbHbIM AaHHbIM (YCTaHOBKA Naponei
4ocTyna Ha M3BM, Ha KoTopbIX ocyLiecTBaseTcA 06paboTKa NepcoHabHbIX A4aHHbIX);



® 1ICM0/1Ib30BaHWE CPeACTB 3aLlUTbl NEPCOHA/bHbIX AaHHbIX OT HECAHKLLMOHMPOBAHHOMO 40CTYNa
(cMcTembl pasrpaHMUeHns Npas A0CTyna K MHpopmaLmu, Kpuntorpadpuyeckan 3allmTta, UCNoab3oBaHMe
NpPOrpamMmm apxmBmMpoBaHMa MHPOPMALMM C UCNOJIb30BaHMEM MeTOAa WNdPOBaAHMA U KOANPOBAHUEM
nepeaaBaemMbix AaHHbIX Ha [9BM, obpabaTbiBatoLLmMx NepCcoHanbHble AaHHble; Beb-nHTepdeic ¢
YCTaHOBNEHHbIMU cepTUdUKaTaMM U ayTeHTMdUKaLMeN NoNb3oBaTeNa);

® npeaoTBpalleHne BHegpeHna B MHPOPMALMOHHbIE CUCTEMbI BPeAOHOCHbIX MPOrpamm
(nporpamm-BMpycoB) M NPOrpamMMHbIX 3aKNaAoK (aHTUBUPYCHbIN NakeT Microsoft Security).

an o6pa60TKe, OCVLLI,eCTBﬂﬂeMOﬁ 6e3 ncnonb3oBaHMA cpencrts aBTomaTmsaunu:

® 060Cc06/1eHMEe NepCcoHaNbHbIX AAaHHbIX OT UHOW MHbOoPMaLMK nyTem GUKCALMU UX HA OTAENbHbIX
MaTepuanbHbIX HOCUTENAX;

® onpegeneHne nopaaKka XxpaHeHNA MaTepuaibHbIX HocuTenemn NnepcoHaibHbIX AAaHHbLIX N YCTAaHOB/NEHNE
nepeyvyHAa amy, ocywecTeBnarowmnx 06pa60TKy NepPCOHaNbHbIX AaHHbIX, nmbo MMELWNX K HUM A0CTYN,

® orpaHMyeHune AOCTyna nosib3oBaTesiei B NOMELLEHWS, Fae XpaHATCcA HocuTenn nHdopmaumnm;

® pasmelleHue HocuTeneln nHGopMaLMK, CoAep KaLLMX MepcoHanbHble AaHHble, B npeaenax
KOHTPOAUPYEMOI 30HbI;

® obecnevyeHune Pa3anenbHOro XxpaHeHMA MmaTepurasibHbIX HocuTenemn NnepcoHaibHbIX AaHHDbIX, 06pa60TKa
KOTOPbIX OCYLLECTBNAETCA B PA3/IMYHbIX LLenax;

® cobntogeHue ycnoBuii, obecnevymBatoMx COXPaHHOCTb MEPCOHA/IbHbIX AaHHbIX U UCKIOYaLOLWMX
HECaHKLMOHUPOBAHHbIN AOCTYN K HUM: XpaHeHUe [IOKYMEHTOB—HOCUTEIell MepcoHabHbIX AaHHbIX B
cneumanbHO 060pyA0BaHHbIX MOMELLEHUAX, cedax, MeTanIMYecKkunx WKadax, ycTaHOBAEHWNE PELLIETOK
Ha OKHa, OXPaHHO-TMOXapPHOW CUTHaNN3aLMK;

® npoBefieHne BHYTPEeHHel npoBepKky 6esonacHoCTU MHGOPMALMOHHBIX CUCTEM NEPCOHANbHBIX AAaHHbIX
yypexaeHus;

® nposegeHMe BBOAHOIO U TEKyLLero MHCprKTa)Kel‘a anAa pa6OTHVIKOB ydypexaeHua, 4oNyuweHHbIX K
o6pa60TKe NnepCcoHa/ibHbIX OaHHbIX.

Mpaeo cyb6vekma nepcoHanbHbiX OAHHbLIX HAO 00CMY K e20 NepcoHaMbHbIM OaHHbIM
1. Cy6beKT nepcoHanbHbIX AaHHbIX MMEET NPABO Ha NOyYeHUe CAeayoWmnX CBeAeHN:

1) noaTeep:kaeHne dpakta 06paboTKN NEePCOHaNbHbIX AaHHbIX ONEPaTOPOM;

2) NpaBoOBble OCHOBAHMA U Liean 06paboTKN NEPCOHANbHBIX AAHHBbIX;

3) uenn 1 NpuMeHaemble onepaTopom cnocobbl 06pPaboTKM NEPCOHANbHbIX AaHHbIX;

4) HaMMeHOBaHWE N MECTO HaXOXAEHMA onepaTopa, CBEAEHUA O InLaXx (3a UCKNtoYeHeM PaboTHUKOB
onepaTopa), KoTopble MMEIOT AOCTYN K NePCOHaNbHbIM AaHHbIM WM KOTOPbIM MOTYT 6bITb PacKPbIThI

nepcoHanbHble AaHHble Ha OCHOBaHMM A0roBopa C ONepaToPOM MAU Ha OCHOBaHUKU deaepanbHOro
3aKOHa;



5) obpabaTtbiBaemble NepcoHasibHble AaHHble, OTHOCALLMECA K COOTBETCTBYIOLLEMY CYOBHEKTY
NepCoHaNbHbIX AaHHbIX, UCTOYHUK UX NOAYUYEHUA, €CIU MHOWN NOPAAOK NPeACTaBNeHUA TakKUX AaHHbIX He
npeaycmoTtpeH ¢peaepasnbHbiM 3aKOHOM;

6) CpOKM 06PabOTKN NEePCOHa/bHbIX laHHbIX, B TOM YUMC/IE CPOKU UX XPaHEHUS;
7) NopAAoK OCYLLLECTBAEHNA CYObEeKTOM NepPCOHaNbHbIX AaHHbIX NPaBs, NPeAyCMOTPEHHbIX HAaCTOALLUM
depgepanbHbIM 3aKOHOM;

8) HaumeHoBaHUe nan GaMnanio, UMaA, 0TYECTBO M adpec UL, OCYLLECTBAAOLLEro 06paboTKy
NepCcoHaNbHbIX AaHHbIX MO NOPYyYEHMI0 onepaTopa, ecim 06paboTKa NnopyyeHa nam byaeTt nopyyeHa
Takomy iuuy;

10) MHble cBeAEHMA, NPeayCMOTPEeHHble HacToAwmMm PeaepanbHbiM 3aKOHOM UK APYTUMM
denepanbHbIMM 3aKOHaAMMU.

Cy6beKT nepcoHasbHbIX AaHHbIX Bripase TpeboBaTh OT ONepaTopa YyTOYHEHMA ero NepcoHasibHbIX
AaHHbIX, X 6/I0KMPOBAHNA MAN YHUUTOXEHMSA B CyYae, eC/IN NepcoHasibHble AaHHble ABAAIOTCA
HEMONHbIMU, YCTapeBLUMMM, HETOYHbBIMM, HE3AKOHHO NOYYEHHBIMU UK He ABAAIOTCA HeobXoAUMbIMU
ONA 3aABNEHHOM Lenn 06paboTKK, a TaKKe NPUHUMaTbL NPeayCMOTPEHHbIE 3aKOHOM Mepbl Mo 3aluuTe
CBOWX Mpas.

2. YKa3aHHble B NyHKTe 1 cBeaeHnn A0NKHbI BbiTh NPeAoCcTaB/ieHbl Cy6GbeKTy NepcoHaibHbIX AaHHbIX
onepaTopom B AOCTYNHOMN Gpopme, U B HUX He A0/IKHbI COAEePKaTbCA NepcoHanbHble AaHHbIe,
OTHOCALIMECA K APYrMM CybbeKTam nepcoHasibHbIX AaHHbIX, 33 UCK/OYEHNEM C/lyYaeB, eciv UMelTCA
3aKOHHbIE€ OCHOBaHWA A1 PACKPbITUA TaKMX NEPCOHA/bHbIX AaHHbIX.

3. YKaszaHHble B NyHKTe 1 cBeAeHUA NpesoCcTaBAaoTCa CybbeKTy NepcoHasbHbIX AaHHbIX UAN ero
npeacTaBuTeNto ONepaTopom nNpu obpaleHnn Anbo Npu NoayYeHnn 3anpoca CybbeKTa NepcoHanbHbIX
AaHHbIX MUK ero NpeacTaBuTens. 3anpoc A0KEH COAEPMKaTb HOMEP OCHOBHOMO AOKYMEHTA,
YAOCTOBEPAIOLEro IMYHOCTb CYyBbeKTa NepCcoHaibHbIX AaHHbIX UAKW ero NPeACcTaBUTeNs, CBEAEHUA O
JaTe Bbl4auM yKa3aHHOro AOKYMEHTa U BblAaBLUEM €ro opraHe, CBegeHusA, NoOATBEPKAatoLmMe yyacTme
cy6beKTa NepcoHasbHbIX AaHHbIX B OTHOLLIEHMAX C ONepaTopom (HoOMep 40roBopa, AaTa 3aKN4eHUs
[0roBopa, yC/I0BHOE C/10BecHoe 0603HayeHme U (MAn) MHble cBeaeHUs), NMBO CBeAEeHUA, UHbIM
obpasom noaTeeprKaatowme Gpakt 06paboTKM NepcoHanbHbIX AaHHbIX ONEPaTOPOM, MOANUCH CybbeKTa
NepCcoHaNbHbIX AaHHbIX UKW €ro NpeACcTaBUTeNs.

3anpoc MoxKeT 6bITb Hanpas/ieH B GOpMe 3/1eKTPOHHOTO AOKYMEHTA M NOANUCAH 3/1EKTPOHHOWM
NOAMMCLIO B COOTBETCTBUM C 3aKOHOZAaTeIbcTBOM Poccuiickoin ®enepaumn.

4. B cnyyae, eCnm cBeAEHMSA, a TaKKe obpabaTbiBaeMble NepCcoHasbHble AaHHble 6bliM NpeaocTaBaAeHbI
ANA 03HAKOM/IEHUA CyObEKTY NEePCOHAbHBIX AaHHbIX MO ero 3anpocy, Cy6beKT NepcoHasIbHbIX AaHHbIX
Bnpase 06paTUTbLCA MOBTOPHO K ONepaTopy WAM HanpaBUTb eMy NMOBTOPHbIN 3aNpocC B LEAAX NoayYeHUs
CBEAEHUIN M 03HAKOM/IEHWNA C TaKUMU NEPCOHANbHbIMM AaHHbIMM He paHee Yem yepes TpMALaTb AHelN
nocsie nepBoHaYanbHOro 0bPaLLEHMS UM HanpaB/eHUs NepBOHaYaNbHOrO 3anpoca, ecaun bonee
KOPOTKWUI CPOK He yCcTaHOB/eH deaepanbHbiM 3aKOHOM, NPUHATbLIM B COOTBETCTBUM C HUM
HOPMaTMBHbIM MPaBOBbIM aKTOM MAN AOrOBOPOM, CTOPOHOM KOTOporo Anbo BbirogonpuobpeTtatenem
WY NOPYyYMTESIEM MO KOTOPOMY ABAAETCA CYOBEKT NEPCOHA/bHbLIX AaHHbIX.

5. CybbeKT NnepcoHabHbIX AaHHbIX BNpaBe 06paTUTLCS MOBTOPHO K ONepaTopy UM HanpaBUTb eMy



MOBTOPHbIN 3aMPOC B LLEAAX MNOSYYEeHMA YKa3aHHbIX B M. 1 CBeAEHWUI, a TaKKe B LiefiAX 03HAaKOM/IEHUS C
06pabaTbiBaeMbIMUN NEPCOHANbHbIMM AaHHbIMW A0 UcTedeHua 30 AHel, B CyYae, ecim Takme CBeAeHUn
n (nnm) obpabaTtbiBaemble NEePCOHabHbIE AaHHblE He BblAN NPeaoCcTaBAeHbl eMy 417 03HAaKOM/IEHUA B
no/sHom obbeme No pesysbTaTam PacCMOTPEHMA NepBOHaYabHOro obpalLeHus. MoBTOPHLIM 3anpoc
[AONIXKeH coaepraTb 060CHOBaHME HanpaBAeHWA NOBTOPHOrO 3anpoca.

6. Onepatop Bnpase 0TKa3aTb CyObeKTY NePCoHabHbIX AaHHbIX B BbINOAHEHMM MOBTOPHOTO 3aMpoca, He
COOTBETCTBYIOLLErO YC/0BUAM, NPEAYyCMOTPEHHbIM N. 4 1 5. Takoi 0TKa3s go/KeH 6bITb
MOTUBMPOBAHHbIM.

06A3aHHOCTb NpeacTaBAeHUA A0Ka3aTeIbCTB 060CHOBAHHOCTM OTKa3a B BbIMOJIHEHUW NOBTOPHOIO
3anpoca NIeXunT Ha onepaTope.

7. I'IpaBo Cy6'bEKTa NePCOHANbHbIX AaHHbIX Ha AOCTYN K €ro nepcoHa/ibHbiIM AaHHbIM MOXET 6bITb
OorpaHmM4eHO B COOTBETCTBUU C d)ep,epaanblMM 3aKOHaMu, B TOM HnUCne ecnu:

1) 06paboTKa NepcoHanbHbIX AaHHbIX, BKAOYaA NepcoHasibHble AaHHble, NoAyYeHHble B pe3yibTaTte
onepaTUBHO-Pa3bICKHOM, KOHTPPA3BeAbIBATE/IbHOM M pa3BeabliBaTe/IbHON AeATE/IbHOCTH,
OCyLLEeCTBAAETCA B Lensx 060poHbl CTpaHbl, 6e3onacHOCTU rocyaapcTBa U OXpaHbl NpaBonopaaKa;

2) 06paboTKa NepcoHasibHbIX AaHHbIX OCYLLECTBAAETCA OpraHaMu, OCYLLLECTBMBLUMMM 3aepkKaHue
cybbeKTa NepcoHanbHbIX AaHHbIX MO NOA03PEHMIO B COBEPLUEHMM NpecTynaeHus, inbo
npeabABUBLIMMM CYObEKTY NEPCOHA/bHbIX AaHHbIX 06BUHEHWE MO YyronoBHOMY Aeny, Anbo
NPUMEHUBLIMMU K CYBBEKTY NepCoHabHbIX AaHHbIX Mepy npeceyeHus A0 npeabAsaeHUA 06BUHEHUS,
33 UCKNIOYEHNEM NPeayCMOTPEHHbIX YrOI0BHO-MNPOoLEccyabHbIM 3aKOHOAaTeNbCTBOM Poccuinckoi
depepauun ciyyaes, ecam AOMNYCKaeTcs 03HaKOM/IEHWE NOA03PEeBAEMOro MAN 0BBUHAEMOTO C TaKMMM
NepcoHanbHbIMU AaHHbIMU;

3) 06paboTKa NepcoHabHbIX AAaHHbIX OCYLLECTBAAETCSA B COOTBETCTBMU C 3aKOHOAATE/IbCTBOM O
NPOTUBOAENCTBUN Nerannsaumnmn (0TMbIBaHUIO) A0X0A0B, NOJYYEHHbIX NPECTYMHbIM NyTEM, U
$UHAHCMPOBaHWIO TEPPOPU3MA;

4) aocrtyn Cy6'beKTa NepCOHaIbHbIX AaHHbIX K €ro NepCoHa/ibHbIM AaHHbIM HapyLllaeT NpaBa U 3aKOHHbIe
MHTEepecCbl TPeTbUX NNLL,;

5) 06paboTKa NepcoHaNbHbIX AaHHbIX OCYLLECTBAAETCA B CAyYasnX, NPesyCMOTPEHHbIX
3aKoHoAaTenbcTBOM Poccuiickoi ®eaepaumm o TpaHCNOPTHOM 6e30NacHOCTY, B Liensx obecneyeHus
yCTOYMBOro 1 6e30nacHoro GpyHKUMOHMPOBAHMA TPAHCMOPTHOTO KOMMJIEKCA, 3aLWUTbl MHTEPECOB
IMYHOCTK, 06LLECTBA M rocyaapcTBa B chepe TPAaHCMOPTHOMO KOMIMJ/IEKCa OT aKTOB HE3aKOHHOTO
BMeLLATe/IbCTBa.

OTBETCTBEHHbIN 33 OpraHM3aLmio 06pPaboTKM NePCOHAbHbIX AaHHbIX B 000 «CTomaThKa» -
MopxyeB AHApelt AnekcaHapoBuMY.



